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ABSTRACT

Certain characteristics inherent in on-line tedbgies increase the likelihood that they will bepkxted for
deviant purposes. Unlike physical bullying, elenteobullies can remain virtually anonymous usingperary emalil
accounts, pseudonyms in chat rooms, instant messagbgrams, cell-phone text messaging, and otiterriet venues to

mask their identity; this perhaps frees them frammmative and social constraints on their behavior.

Additionally, electronic forums often lack supesioin. While chat hosts regularly observe the diafogome chat
rooms in an effort to police conversations and tewdffensive individuals, personal messages senivdest users
(such as electronic mail or text messages) areabénonly by the sender and the recipient, themligide the regulatory
reach of such authorities. In addition, when teenaggnow more about computers and cellular phdmees their parents or
guardians, they are therefore able to operateeitienblogies without concern that a parent will digr their experience

with bullying (whether as a victim or offender).

Another factor is the inseparability of a cellufrone from its owner, making that person a pegldaarget for
victimization. Users often need to keep their phtmeed on for legitimate purposes, which provittes opportunity for
those with malicious intentions to engage in p&gsis unwelcome behavior such as harassing teleploaiie or
threatening and insulting statements via the aallphone’s text messaging capabilities. Cyber-indlyhus penetrates the

walls of a home, traditionally a place where victioould seek refuge from other forms of bullying.

Moreover, bullies can gang up on their victimsedactronic pages more efficiently than they doraditional

bullying, since there is no limit to the numbempabple who can join in, following a bullying statent.
KEYWORDS: Inseparability, Bullying, Cyber, Victims
INTRODUCTION WITH ITS RELEVANCE

e The Internet is a global system of interconnectuijuter networks that use the standard InterngbBsbSuite
(TCP/IP) to serve hillions of users worldwide. $t a network of networks that consists of millions of private,
public, academic, business, and government netwofkecal to global scope, that are linked by adat array of
electronic, wireless and optical networking teclgods. The Internet carries a vast range of inftiona
resources and services, such as the inter-linkeertgxt documents of the World Wide Web (WWW) ahd t

infrastructure to support electronic mail.
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Cyber-Bullying is "the use of information and conmuation technologies to support deliberate, regsagnd
hostile behavior by an individual or group thairitended to harm othersAs it has become more common in

society, particularly among young people, legislatind awareness campaigns have arisen to combat it

Cyber-bullying has been defined as "when the lmtereell phones or other devices are used to sepdsi text
or images intended to hurt or embarrass anothesopérOther researchers use similar language toridesthe

phenomenon.

LIST OF REVIEW OF THE RELATED LITERATURE ALONG WITH  RESEARCH GAPS

Cyber-bullying can be as simple as continuing todse-mail to someone who has said they want ndndurt
contact with the sender, but it may also includesdls, sexual remarks, pejorative labels (i.e.e lspeech),
ganging up on victims by making them the subjectiditule in forums, and posting false statemergseat

aimed at humiliation.

Cyber-bullies may disclose victims' personal datg.(real name, address, or workplace/schools)eatites or
forums or may pose as the identity of a victimtfue purpose of publishing material in their nareg thefames or
ridicules them. Some cyber-bullies may also semeatiening and harassing emails and instant messaghe

victims, while other post rumors or gossip andigae others to dislike and gang up on the target.

Kids report being mean to each other online begmais young as 2nd grade. According to researgfs, indgiate
mean online activity earlier than girls do. Howevby middle school, girls are more likely to engage
cyber-bullying than boys do. Whether the bully islenor female, their purpose is to intentionallybamass
others, harass, intimidate, or make threats ortinene another. This bullying occurs via email t texessaging,

posts to blogs, and Web sites.

Though the use of sexual remarks and threats anetsoes present in cyber-bullying, it is not thensaas sexual

harassment and does not necessarily involve spxedhtors.

With the aim of inception of CBFS in the cyber-ldlg, the first step we have decided is to find thdse
limitations in the current filters methodologies,onk searching methodology, which make the result
unsatisfactory and not up to the expectations ufaicelevel. It will restrict user to upload thigpe words or

images.

SOME OF THE KEY FEATURES OF TODAY'S FILTERS ARE

Feature Benefits No Software or Configuration

Use the service from any computer
No changes to your DNS settings

Very simple and easy to use

Disposable Email Addresses

Keep your private email address secret
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e Stop spam with our custom mail filters

» Discover who is spamming you
Custom Spam Filter

e  Filter spam sent to your Mail Filter account

e  Filter spam in your current email account

» Customize the spam filter sensitivity
Send Anonymous Email

» Don't give out your personal email address

e Send email from a disposable email address

» Send messages to people from any computer
Flexible Mail Filters

e Block particular kinds of emails

» Forward and copy emails to other people

» Send auto-replies when you're on holiday
Read Email via RSS Feeds

» Easyto see if you have new emalil

e Check that your filters are working

» Integrate Mail Filter into your life
RATIONALES OF THE STUDY/ JUSTIFICATION FOR SELECTIO N OF THE PROBLEM

e “CBFS” will be a new application of recent advandesnformation retrieval (IR), natural languageopessing,
artificial intelligence, Database Intelligence atter fields. It will be the intelligent filter sigm that aims to find
the words, images etc., not only matching keywoabds by actually matching meaning in sentencegilhjtup to

certain level.

* Index-based semantic search requires more dat@g®ing, such as numerous synonyms, hyponyms, maultip
linguistic readings, and other semantic informatibath on queries and in the index. In additiomnsoof the

algorithms can be super-linear, such as matchingferences across a sentences, chat or documents.

e "A CBFS will be adata-driven as well aexpectation-driven and adaptable information matching system that
would providesinformation interpretation through decision making constructs properly adjusted and
incorporated with the existing powerful points oflay's filter, most prominent of which beiAgCyber-bullying
filtering system " After having formally designed the definition @BFS, I'm in a position to be equipped with
the tools and techniques that will be used in #&gh ofCBFS.
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RESEARCH QUESTIONS, OBJECTIVES, HYPOTHESIS

e« CBFSis not like simple filter, aim this system is prdiig online utility to check their incoming textmages,
docs, etc. automatically as well as optional. Oihie tool will uploaded to the system either on vegiplication

or desktop application. User can enable or disablieature of that particular system.

* In the summer of 2008, researchers Sameer HindEjarida Atlantic University) and Justin Patchin
(University of Wisconsin-Eau Claire) published aokmn cyber-bullying that summarized the curreatestof
cyber-bullying research.B(llying Beyond the Schoolyard: Preventing and Responding to Cyberbullying).®!
Their research documents that cyber-bullying instanhave been increasing over the last severak.year
They also report findings from the most recent gtwaf cyber-bullying among middle-school students.
Using a random sample of approximately 2000 middlesol students from a large school district intisern
United States, about 10% of respondents had bdmar-bllied in the previous 30 days while over 1li#orted
being cyber-bullied at least once in their lifetiflenhile these rates are a bit lower than some offitiiings
from their previous research, Hinduja and Patcleiimtpout that the earlier studies were predomiyacinducted
among older adolescents and Internet samples.ighaider youth use the Internet more frequently are more

likely to experience cyber-bullying than youngeilaten.
Surveys and Statistics

In September 2006, ABC News reported on a survepared by I-Safe. Org. This 2004 survey of 1,500ents
between grades 4-8 reported:

e 42% of kids have been bullied while online. Onéoar has had it happen more than once.
» 35% of kids have been threatened online. Nearlyiofige had had it happen more than once.
*  21% of kids have received mean or threatening ésmaiother messages.

* 58% of kids admit someone has said mean or hutifngs to them online. More than four out of tey gshas

happened more than once.

» 58% have not told their parents or an adult abootething mean or hurtful that happened to themrmenli
A 2006 survey by Harris Interactive reported:

» 43% of U.S. teens having experienced some fornyloérebullying in the past year.
Similarly, a Canadian study found:

*  23% of middle-scholars surveyed had been bullied-nyail

* 35% in chat rooms

*  41% by text messages on their cell phones

e Fully 41% did not know the identity of the perpébra.

The Youth Internet Safety Survey-2, conductedHey@rimes against Children Research Center at tineetsity
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of New Hampshire in 2005, found that 9% of the ypyeople in the survey had experienced some forhmodssment.
The survey was a nationally representative teleptsanvey of 1,500 youth 10-17 years old. One treqbrted feeling
distressed by the incident, with distress beingarliely for younger respondants and those who vileeevictims of
aggressive harassment (including being telephose, gifts, or visited at home by the harassern@red to youth not
harassed online, victims are more likely to haveiadmroblems. On the other hand, youth who hacdkers are more
likely to have problems with rule breaking and aggion. Significant overlap is seen — youth who lzseassed are

significantly more likely to also harass others.

Hinduja and Patchin completed a study in the sunoh&005 of approximately 1,500 Internet-using ladoents
and found that over one-third of youth reportedngevictimized online, and over 16% of responderdmitted to
cyber-bullying others. While most of the instanced cyber-bullying involved relatively minor behavio
(41% were disrespected, 19% were called names),1@% were physically threatened and about 5% weaeed for their
safety. Notably, fewer than 15% of victims toldadult about the incident.

Additional research by Hinduja and Patchin fouhdttyouth who report being victims of cyber-bullyimlso
experience stress or strain that is related tanefforoblem behaviors such as running away fromehocheating on a
school test, skipping school, or using alcohol @rijuana. The authors acknowledge that both ofettetadies provide
only preliminary information about the nature amthgequences of online bullying, due to the methmgio&l challenges

associated with an online survey.

According to a 2005 survey by the National ChitdseHome charity and Tesco Mobit8 of 770 youth between
the ages of 11 and 19, 20% of respondents revéadedhey had been bullied via electronic meanmaosit three-quarters
(73%) stated that they knew the bully, while 26%texd that the offender was a stranger. 10% of refgrs indicated that
another person has taken a picture and/or videtherfi via a cellular phone camera, consequently mgakiem feel
uncomfortable, embarrassed, or threatened. Manyhgoare not comfortable telling an authority figuabout their
cyber-bullying victimization for fear their accesstechnology will be taken from them; while 24%d&i"% told a parent

or teacher respectively, 28% did not tell anyonden1% told a friend.

A survey by the Crimes against Children Reseamht& at the University of New Hampshire in 2000rfd that
6% of the young people in the survey had exper@rsmme form of harassment including threats anditinegrumours

and 2% had suffered distressing harassment.

Reporting on the results from a meta analysis fEuropean Union countries, Hasebrink et al. (2@89mated
(via median results) that approximately 18% of paan young people had been "bullied/harassed/dtalka the internet

and mobile phones. Cyber-harassment rates for ypeople across the EU member states ranged fromtd G2%.

The nation-wide Australian Covert Bullying Prevade Survey (Cross et al., 2009) assessed cybeyirmyll
experiences among 7,418 students. Rates of cyllgidguincreased with age, with 4.9% of students/iar 4 reporting
cyberbullying compared to 7.9% in year nine. Cretsal., (2009) reported that rates of bullying &adassing others were
lower, but also increased with age. Only 1.2% ofaiye students reported cyber-bullying others coembaio
5.6% of Year 9 students.
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LIMITATIONS/SCOPE OF KEYWORDS

e The inference rules often make plausible conclisiaccording to availablknowledge, and consequently the

conclusions may conflict with new information.
e The system may have explicit or implicit contraiios among pieces of knowledge and derived coruhssi

METHODOLOGY

Research Method with Justification

Ajrnsfanalyds objectives

3

Y
Sampling design | =——

v
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Data collection Data analysis

3

Data management| se—

Figure 1: The Iterative Qualitative Research Proces

Population along with its Size

Sample Size, Sample Selection Procedure, Samplingchniques

« Sample Size:Develop a test application and implement at collegeats intranet site. This institute has almost

500 students including staff members.

» Sample Selection Procedure: Cluster Random Samplingrhe problem with random sampling methods when
we have to sample a population that's disbursessa@ wide region is that you will have to covéotaof field in
order to get to each of the units you sampleds Ifor precisely this problem thatuster or area random

sampling was invented.

In cluster sampling, we follow these steps:

o Divide population into clusters

o Randomly sample clusters

0 Measure all units within sampled clusters
» Sampling Techniques

Multi-Disciplinary Approach: People with different skills, experience and viewp® will look for different
views, perspectives and analysis of a given tagid, the team as a whole will obtain new and deiys@ghts when these

different perspectives are shared.

Flexibility and on-the-Spot Analysis: Plans and methods semi-structured, and discussédmadified as

fieldwork proceeds. The team constantly reviews andlyses its findings to decide how to continus.uidderstanding
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increases, emerging issues and unexpected findimge more clearly into focus, and plans, topics methods can be

revised.

TOOLS FOR DATA COLLECTION
Selection of Tools
Al Search

» Depth-first tree and graph search.

Breadth-first tree and graph search.
» Uniform-cost tree and graph search.

» Best-first search.

Bidirectional depth-first tree and graph search.

« Bidirectional breadth-first tree and graph search.

AND/OR depth tree search.

AND/OR breadth tree search.
DAI

A library for the Python programming language thatvides an object oriented interface to the CLEXPert

system tool. It includes an interface to COOL (C&l@bject Oriented Language) that allows:
* Investigate COOL classes
e Create and manipulate with COOL instances
* Manipulate with COOL message-handler's
*  Manipulate with Modules
JACK

JACK is a new library providing constraint progmramg and search for Java.

JACK consists of three components:

JCHR: Java Constraint Handling Rules. A high-level laaggito write constraint solvers.

JASE: Java Abstract Search Engine. A generic searcinerigr JCHR to solve constraint problems.

Visual CHR: An interactive tool to visualize JCHR computations
CLIPS

CLIPS is a productive development and deliveryeekgystem tool which provides a complete enviromnier

the construction of rule and/or object based expestems.

CLIPS provides a cohesive tool for handling a widgiety of knowledge with support for three difat
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programming paradigms: rule-based, object-orierted procedural. Rule-based programming allows kedgé to be
represented as heuristics, or "rules of thumb,"ctvtépecify a set of actions to be performed forivery situation.
Object-oriented  programming allows complex system® be modeled as modular components
(which can be easily reused to model other systems$o create new components). The procedural pnograg

capabilities provided by CLIPS are similar to cdfitds found in languages such as C, Pascal, Add,LISP.

Bayesian Spam, Allow/Block, Auto-Delete, BouncegpBrt and Punish, Review, Fraudulent link detection
Challenge Emails, Statistics, User Friendly IntegfaEmail Details, Black Lists, Analyze Links fop&n Content,

Fully customizable

METHODS FOR DATA ANALYSIS
Data Mining

Data mining is the process of extracting nonttiead potentially useful information, or knowleddeom the
enormous data sets available in experimental segenghistorical records, reanalysis, GCM simulatiomsc.),
providing explicit information that has a readafidem and can be used to solve diagnosis, classditar forecasting
problems. Traditionally, these problems were solbgdirect hands-on data analysis using standatital methods,
but the increasing volume of data has motivatedsthdy of automatic data analysis using more coxgial sophisticated
tools which can operate directly from data. Thuadnining identifies trends within data that gydoed simple analysis.
Modern data mining techniques (association rulesiisibn trees, Gaussian mixture models, regresaigorithms,
neural networks, support vector machines, Bayesimworks, etc.) are used in many domains to sobso@ation,

classification, segmentation, diagnosis and predigiroblems.

Among the different data mining algorithms, proitiatic graphical models (in particular Bayesiartwerks) is a
sound and powerful methodology grounded on proliglaihd statistics, which allows building tractafént probabilistic

models that represents the relevant dependenciesganset of variables (hundreds of variablesalife applications).

The resulting models allow for efficient probalilisinference. For example, a Bayesian network a@oepresent
the probabilistic relationships between large-scaymoptic fields and local observation records,vigliog a new
methodology for probabilistic downscaling: i.e.oaling to compute P (observation large-scale pridixt For instance,
the red dots in the figure below correspond togthié nodes of a GCM, whereas the blue dots cormaspo a network of

stations with historical records (the links show televant dependencies, automatically discovered flata).

General Research Time- Table

Literature review

Error-surface analysis

Designing architecture & alzorithms, and implementing CBF S system.

Apply all alrorithms and technigues

Explore CBFS & alternative data
mining methods

Thesis writing

Figure 2
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CONCLUSIONS

According to the Cyberbullying Research, "thereehbeen several high profile cases involving teersatgking

their own lives in part because of being harassedl mistreated over the Internet, a phenomenon we harmed

cyberbullicide — suicide indirectly or directly Inénced by experiences with online aggression."

Cyberbullying is an intense form of psychologichuse, whose victims are more than twice as likelguffer

from mental disorders compared to traditional baolly The reluctance youth have in telling an autiidiigure about

instances of cyberbullying has led to fatal outceme
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